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Purpose: To demonstrate the performance of various activities relating to Access
Management in NBIS.

ACCESS MANAGEMENT
How to Grant Access from the Subject’s Profile

1. Select Subject Management from the Left Navigation Menu.
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2. Enter the subject’'s SSN or first or last name in the search field, then select the search
icon.

3. Select the SSN hyperlink.

Dashboard Subject Management

Task Management

Visit Management My Subject List

Subjects in your organization are listed below. To include all subjects in your hierarchy, select the checkbox. Select the Advanced Search link to specify fields to search for
subject Management

Search
Org Management search on Al Fields Q Include Subjects in My Hierarchy

Reports

SSN Last Name = FirstName = citizenship = Organization Determination = Determination Status
1o fJpoce John United States Vetting Risk Operations/10068 — —
v . IMina sina United States Vetting Risk Operations/10068 — —
1o _ Panesh Ramila United States Vetting Risk Operations/10068 — —
1 - [Miller Gauge United States Vetting Risk Operations/10068 — —
v . fBond James United States, United Kingdom Vetting Risk Operations/10068 — —
v . [vouse Minnie United States Vetting Risk Operations/10068 — —
1. [aberson Jasmine United States Vetting Risk Operations/10068 — —
— ) Bob United States Vetting Risk Operations/10068 — —
v Jkramer Cosmo United States, Lithuania Vetting Risk Operations/10068 — —
v . fwayme Bruce United States Vetting Risk Operations/10068 — —
v | seinfield Kramer United States Vetting Risk Operations/10068 — —
v fones Mike United States Vetting Risk Operations/10068 — —

Test Misses United States Vetting Risk Operations/10068 — —

Two Options:

1. From the Subject Profile tab, scroll down to the Access card to view and select the
+Grant Access hyperlink.

Program Tags:

Greene, Rachel *

Citizenship: United States Place of Birth: new york, New York Date of Birth: 0B/16/1 %99 Aliases: M/# Contact Info;
Select Organization.. g
i A
I Subject Management Access = ant A Title
Enter Title...

Access Type Crganization Access Grant Date Category :

Top Secret Department of Security 11/24/201 Military . Motes

Managers 1 Enter Motes...

Access Type Organization Access Grant Date Category
Secret Department of Security 1 Milivary
Managers 1

Upload Attachments




2. Second option; select the Filter By drop-down arrow, then select Access.

(2) national Background Investigation Services Search Subject by SSN

@ Dashboard

7 Greene, Rachel %

Program Tags:

P Task Management
citizenship: United States Place of Birth: new york, New York Date of Birth: 06/16/1999 Aliases: N/A
[ visit Management
Profile Subject History otes
I Subject Management

Subject Profile Add Notes
4 OrgManagement
Filter By Organization *
D order Form Library 5 Select Organization. ~
seeAll..
System Settings Open Cases Title
Current Determinations Enter Title.
all Reports m Phase Case Type Start Date
Authorization Tier 3 12/23/2021 Notes
@ Error Management Polygraph . Enter Notes...

more

Case ID Phase Case Type Start Date

Initiation — 0117/2022
Case ID Phase Case Type start Date
21363GR Aadjudication Tier s 12/29/2021 Upload Attachments

i tachment here |
Case ID Phase Case Type Start Date i
21341GR Adjudication Tier 5 12/07/2021 : |

How to Grant Access:

1. The Access card will display. Select Grant Access.

Dashboard
Program Tags:

Greene, Rachel

Citizenship: United States Place of Birth: n york, New York Date of Birth: 06/16/1%%9 Aliases: N/# Contact Info:
Select Qrgandzation... R
Access arant A Title

Enter Title...

Access Type Organization Access Grant Date Categery

Top Secret Department of Security 1124/201 Military : Motes

Managers 1 Enter Motes...
Access Type Organization Access Grant Date Category
Secret Department of Security 11/24/2021 Military

Managers 1

Upload Attachments




2. Complete the required asterisk fields, then select Submit.

o
£58) national

kground Investigation Services
Dashboard

7 Greene, Rachel

[P Task Management
Citizenship: United S

Bl visit Management

Grant Access

M Subject Management To grant access, complete the fich

Affiliated Organization
Department of Security Managers

£ Org Management

) order Form Library
NDA Signature Date *

Place of Birth:

Category

Military

System Settings 1

al Reports

T Error Management

Program Tags

new york. New Yark

Date of Birth

Access Name *

Top secret

Aliases: N/A

Contact Info:

3. The green success banner will display at the top of the screen confirming access was

granted.
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How to Remove Access from the Subject’s Profile Page

1. Select Subject Management from the Left Navigation Menu.
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2. Enter the subject’'s SSN or first or last name in the search field, then select the search

icon.

3. Select the SSN hyperlink.
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4. Select the ellipsis in the Access card, then select Remove Access.
Note: Selecting Remove Access leads to a permanent removal of access.
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6. Select Continue to confirm removal.

7. The green success banner will display at the top of the screen confirming access was
removed.
Note: The subject’s Top-Secret access has been removed and no longer displays on
the Access card.
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How to Suspend a Subject’'s Access

1. Select Subject Management from the Left Navigation Menu.
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2. Enter the subject’'s SSN or first or last name in the search field, then select the search
icon.

3. Select the SSN hyperlink.
YT — ® 0 @

Dashboard Subject Management

Task Management

R My Subject List
Subjects in your organization are listed below. To include all subjects in your hierarchy, select the chackbos. Select the Advanced Seareh link to specify fields to search for.
Subject Management
Search
Org Managem Search on Al Fields Q Include Subjects in My Hierarchy

Reports

SSN Last Name First Name = citizenship = Organization = Determination Status =
Doee John United States Vetting Risk Operations/10068 = —
Mina sina United States Vetting Risk Operations/10068 — —
Anesh Ramila United States Vetting Risk Operations/10068 = —
Miller Gauge United States Vetting Risk Operations/10068 — —
Bond James United States, United Kingdom Vetting Risk Operations/10068 = —
Mouse Minnie United States Vetting Risk Operations/10068 — —
|Jaberson Jasmine United States Vetting Risk Operations/10068 — —
Bob Bob United States Vetting Risk Operations/10068 — —
Kramer Cosme United States, Lithuania Vetting Risk Operations/10068 — —
Wayne Bruce United States Vetting Risk Operations/10068 — —
seinfield Kramer United States Vetting Risk Operations/10068 — —
Jones Mike United States Vetting Risk Operations/10068 — —

Test Misses United States Vetting Risk Operations/10068 — —




4. Scroll down, select the ellipsis, then select Suspend Access.
Note: This will temporarily freeze the account’s access and will not lead to a permanent

removal.
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6. The green success banner will display at the top of the screen confirming access was
suspended.
Note: Suspending a subject’s access affects all active access types on the Access
card.
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How to Reinstate a Subject’'s Access

1. Select Subject Management from the Left Navigation Menu.
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2. Enter the subject’'s SSN or first or last name in the search field, then select the search
icon.

3. Select the SSN hyperlink.

QNatiunalaa[kgraunn|nwesngatiunsewi(es searchsubject by ssn O [NQRNANET]

Dashbo; Subject Management

Task Management

BT My Subject List
Subjects in your organization are listed below. To include ali subjects in your hierarchy, select the checkbox. Select the Advanced Search link to specify fields to search for
Subject Management
Search
Org Management Search on All Fields Q Include Subjects in My Hierarchy

Reports
Total Results: 21

ssN Last Name First Name = citizenship = Organization = Determination = Determination status =
Doee John United States Vetting Risk Operations/10068 = -
Mina sina United States Vetting Risk Operations/10068 — -
Anesh Ramila United States Vetting Risk Operations/10068 — —
Miller Gauge United States Vetting Risk Operations/10068 — -
Bond James United States, United Kingdom  Vetting Risk Operations/10068 — —
Mouse Minnie United States Vetting Risk Operations/10068 — -
Jaberson Jasmine United States Vetting Risk Operations/10068 = —
Bob Bob United States Vetting Risk Operations/10068 — -
Kramer Cosmo United States, Lithuania Vetting Risk Operations/10068 = —
Wayne Bruce United States Vetting Risk Operations/10068 — -
Seinfield Kramer United States Vetting Risk Operations/10068 = —
Jones Mike United States Vetting Risk Operations/10068 — -

Test Misses United States Vetting Risk Operations/10068 = —
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4. Scroll down, select the ellipses, then select Reinstate Access.

Dashboard

Task Management

Visit Management

subject Management

Org Management

Order Form Library

System Settings

Reports

Error Management

Dashboard

Task Management

Visit Management

Subject Management

Org Management

Order Form Library

System Settings

Reports

Error Management

Greene, Rachel

Citizenship: United St

Owning/Servicing Organization Category
epartment of Security Managers 1 Militar

Access

Access Type
Confidential

Organization
Department of Security Managers 1

Access Type Organization
Secret Department of Security Mana,

CV Enrollment

This subject has no CV Enrollments at this time.

Visits

has no visits at this time,

Place of Birth:

Program Tags:

york, New York

Access Grant Date

Access Grant Date
"

Date of Birth

Organization
ent of Security Managers 1

Aliases:

Contact Info:

7 Greene, Rachel *:

Citizenship: United States

Reinstate Access

To reinstate access complere the fields below and select the Submit button.

Affiliated Organization Access Level

Department of Security Managers 1 Secret

Reinstate Reason*

Reinstate ~

Justification *

Test

Program Tags:

Place of Birth: new york, New York

Date of Birth:

06/16/1999

Aliases:

N/A

Search Subject by 2 ov




6. The green success banner will display at the top of the screen confirming access was

reinstated.
Note: Reinstating an access affects only the individual access type selected by the
user.
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How to Approve Pending Access

1. Select Subject Management from the Left Navigation Menu.
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2. Enter the subject’'s SSN or first or last name in the search field and then select the
search icon.

3. Select the SSN hyperlink.
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4. Select the ellipses icon, then select Pend Access.
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6. The green success banner will display at the top of the screen confirming the accesses
were changed to Pending.
Note: Pending a subject’s access affects all active access types on the Access card.
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