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BASIC NAVIGATION  

HOW TO LOGIN TO NBIS 

Purpose and Overview: All users must be provisioned in NBIS prior to logging in. Review the NBIS PSSAR & 
User Provisioning Instructions for additional details on how to request or add new user accounts.  For 
users with current access, the 5-step process below provides instructions for logging into NBIS. 

1. From your browser, enter vetting.nbis.mil in the URL bar. The NBIS Enterprise Portal homepage 
will load.  

a. Note: Only updated versions of Chrome and Edge may be used to access the NBIS Portal.  

2. Review the Terms of Service and select I Accept.  

3. Choose Select Certificate. 

4. Select the certificate from the Choose a certificate to present as identification drop-down to login 
to your assigned organization. 

a. Note: The certificate selected must match the previous certificate used in the enrollment 
process.  

5. If your certificate is associated to a single Agency user account (Organization), you will be directly 
logged into the NBIS Enterprise Portal and have access to your assigned organization and role 
assignment. 

a. Note: If you have more than one enrolled Persona you will have an option to choose 
which enrolled certificate to log into. You are then routed to the assigned Organization(s) 
to choose the Organization to access within the NBIS Enterprise Portal. After selecting an 
organization, you will be logged into the NBIS Enterprise Portal and have access to the 
selected organization and role assignment. 

  

https://dod365.sharepoint-mil.us/teams/DCSA-VirtualOnboarding/Shared%20Documents/5%20-%20Configuration%20Workshops/New%20Job%20Aids%20for%20Config.%20Wkshop/vetting.nbis.mil
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Step 1 – 2 
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HOW TO ACCESS USER PROFILES  

Purpose and Overview: Users have access to view their profile details; however, a user cannot make edits 
to their own profile. Users with the User Manager role can perform edits to another user’s profile 
including updating PII & contact information, managing persona settings, to include adding/removing orgs 
& user roles within orgs, and user assignments. The User Manager role and capabilities will be covered in 
the User Management section of this document.  

Below is the 4-step process that users can follow to view their profile details:  

1. After initial log in, users can select their initials in the upper right-hand portion of the screen.  

2. After users select their initials, a drop-down menu will appear displaying “Profile“ and “Log Off.“ 
Select Profile.  

3. After users select Profile, the My User Profile screen will appear displaying the user’s Personal 
Identifiable Information (PII) and the Persona(s) linked to the user’s account.  

4. To view the org(s) affiliated with your persona, the role(s) you have within the org(s), &/or the 
user assignments you have within each org, select the Persona Name (hyperlink). 

a. The Manage Persona Settings tab will display your contact information, notification 
preferences, time zone, attachments (PSSAR & required training certificates), the org(s) 
your persona is affiliated with, and the role(s) you have within the org. 

b. The Manage User Assignments tab will display the user assignments associated with each 
org. 

i. Use the Organization drop-down menu to select a different org and view your 
user assignments within that org. 
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Steps 1-2 

 

 

Step 3-4 
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Step 4 continued 
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HOW TO VIEW NOTIFICATIONS  

Purpose and Overview: Notification Managers have the capability to build a wide variety of notifications 
for an org. These notifications are then sent automatically by the system based on the parameters set up 
by the Notification Manager. Internal notifications must be enabled in user’s profile to allow for them to 
appear in the notification drop-down. Please note that case related notifications may have the link 
disabled if the user does not have the correct roles/permissions to view the case.  

Below is the 3-step process to view a Notification:  

1. After initial log in, users can select the bell notification icon button in the upper right-hand 
portion of the screen next to their initial.  

a. After users click on the notification icon, a drop-down menu will appear displaying a list 
of notifications sent to the user.  

2. If a significant number of notifications are present, there will be an option to “Show More” which 
will display all notifications on a new page 

3. If enabled, click the link below the notification to view the associated case request.  
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Step 1 

 

 

Steps 2-3  
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HOW TO ACCESS NBIS HELP 

Purpose and Overview: The NBIS help icon is indicated by the circled question mark in the top right corner 
of the screen. All NBIS users have access to the help icon. Below is the 2-step process to access NBIS help.  

1. After initial log in, users can select the question mark icon button in the upper right-hand portion 

of the screen next to their initials. 

a. Note: Question mark/help icons are also available throughout NBIS pages to provide 

additional information on fields. Select the icon for assistance in identifying information 

needed to complete the field.  

2. A pop-out with appear with a link to submit a ticket via the online ticket portal and a number to 

the Service Desk to access NBIS support by phone. The NBIS version number is also available if 

need to enable the Service Desk to assist with troubleshooting.  

a. Users should be as detailed as possible when submitting a ticket to support issue 
identification and troubleshooting.  

Step 1 
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Step 2 

 

 

Example of Help Icon in NBIS field  

 

  



 

  

 

14 

HOW TO UTILIZE GLOBAL SUBJECT SEARCH   

Purpose and Overview: Users may choose to search for a subject by entering their SSN in the Global 
Search Bar. The Global Search Bar enables users with the Subject Manager, Authorizer, Reviewer, 
Initiator, Mass Initiator, Screener, Subject Viewer and Facility Security Officer (FSO) roles to access Subject 
Profiles.  Creating a subject within NBIS requires the user to first search for a Subject using their SSN, 
which will be covered in further detail in the NBIS Consolidated Job Aid Volume 2.   

Below is the 2-step process to locate an existing Subject using the Global Search Bar: 

1. In the upper right-hand corner of the NBIS screen, type the Subject’s SSN into the Global 
Search Bar and select the magnifying glass (or press Enter) to search for the Subject.  

2. If a Subject exists, the system will direct the user to the subject’s profile.  

a. Note: If subject’s profile does not exist, the user will be prompted to create one. 
More information can be found in the Subject Management section of the NBIS 
Consolidated Job Aid Volume 2.  

Step 1 
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Step 2
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NAVIGATION MENU  

Purpose and Overview: The Navigation Menu provides quick access to NBIS pages. The options available 
to the user within the navigation menu vary based on their user role(s).  

To access the navigation menu, users will either see the black navigation bar on the left-hand side of the 
NBIS screen or a small icon (a three lined column or hamburger icon) in the top-left corner of the NBIS 
screen that will expand into the navigation menu. The user’s screen size &/or zoom setting will dictate 
how the navigation menu appears.   

Click a selection from the navigation bar to view that page and/or perform actions from that page.  

1. Task Management is where users can view the work assigned to them and their org(s), and 
view cases they have previously worked/taken action on. Workload Managers and the Task 
Reassignment user roles can also assign/reassign work to capable users within this page. Task 
Management is covered in more detail in the NBIS Consolidated Job Aid Volume 2.  

2. Visit Management allows Subject Managers and Facility Security Offices (FSO)s to create visits 
and invite organizations to attend meetings and events. Visits can be created through the 
Visit Management tab and from the subject profile. Only Subject Managers and FSOs can 
create, request, and approve visits. The Subject Viewer role can view the visits on the Visit 
Management tab and on the subject profile. Visit Management is covered in more detail in 
the Investigation Management Online Agency User Guide. 

3.  Subject Management provides one central page within NIBS to locate and manage Subjects. 
This component of NBIS is designed to help maintain relationships between Subjects and 
organizations, and then to ultimately use this relationship to manage Subjects’ access and 
visits. Subject Management is covered in more detail in the NBIS Consolidated Job Aid 
Volume 2.   

4. Organization (Org) Management refers to an organization hierarchy structure and its 
alignment of user roles throughout its organizational levels. Org Management is the creation 
and sustainment of an organization’s hierarchy to ensure user roles and system accesses are 
properly aligned and monitored. Org Management will appear for users with the Org 
Manager role.  

5. Order Form Library is the location that organization’s Order Form Templates are housed. 
Order Form Templates are created to be utilized during the Review & Authorization phases 
and pre-populate case details such as position details, optional coverage, and financial details 
to prevent the need for manual input.  

6. Reports are available for Org Managers, User Managers, Subject Managers, and Org 
Workload Managers to pull reports for their associated organizations. Current reporting 
options include active case report, adjudication status count by org, user list, user activity, 
and case ingest, among others.  

 



 

  

 

17 

 
 

  

Zoomed view of the Navigation Menu 
without Dashboard  



 

  

 

18 

ORGANIZATION MANAGEMENT 
User Role Required: Org Manager. The Org Manager is responsible for building and managing the org’s 
structure and details.  

Purpose and Overview: Organization Management is a mandatory configuration. Development of the 
organization’s hierarchy is a required step to ensuring cases are properly routed in NBIS and that orgs and 
sub-orgs have the roles and access necessary to perform its personnel vetting functions.  

HOW TO VIEW ORGANIZATION HIERARCHY AND DETAILS   

Purpose and Overview: The Org Management tab allows Org Managers to view, search, or navigate to 
different organizations and/or sub-organizations within a hierarchy.  

Below is the 5-step process for how to view hierarchies and organization details:  

1. Navigate to Org Management on the left-hand side of the navigation panel.  

2. Once within Org Management, there are two ways to navigate to the org. 

a. Search An Organization: Navigate to the Search and Switch Org field in the top-right corner. 
From the Search & Switch Org field, enter an organization’s name, abbreviation, or org code to 
find and select a different organization within your organization’s hierarchy.  

b. Switch Organization Context: In the Actions column, select the ellipsis to display the options 

for the sub-org users wish to view. Select Switch Organization Context to view the sub-org’s 

details, users, and hierarchy.  

c. The organization title and breadcrumbs at the top of the page will tell users which 
organization’s attributes they are viewing.  

d. The Hierarchy tab displays the sub-orgs in the current organization’s hierarchy.  

e. The teams tab may not appear for all users and may not be applicable to the org. This tab 
populates based on the org type, functions, & roles. Teams are applicable to adjudication 
only. More information can be found in the Investigation Management Online Service 
Provider’s Guide.  

4. Select the arrow (>), if available, to view an expansion of the sub-org’s hierarchy. If no arrow is 
visible, there are no sub-orgs within the org.  

5. Navigate to the Details tab to view the current organization’s details. This includes an overview of 
the organization; the designated organization types, functions, and roles; and additional 
information (i.e., CV Settings, Legacy Systems, Location, Mailing Address, and Point of Contact).  
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 Steps 1-4  

 

 

  

Step 5 

 

 

  



 

  

 

20 

Search an Organization  

 

 

Switch Organization Context  
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HOW TO ADD ORGANIZATIONS  

Purpose and Overview: The hierarchy is the technical reporting structure for an organization and its sub-
organizations arranged in a network tree with varying levels to support its functions. The creation of the 
organization’s hierarchy through org management establishes the foundation for supporting the 
organization’s personnel vetting functions and ensuring appropriate visibility and management of 
personnel (system users).   

The first step in building a hierarchy is creating the parent org. The parent org is the highest point of 
responsibility in the reporting structure. Additional orgs (sub-orgs) are built beneath the parent org to 
designate sub-components &/or offices responsible for various I-R-A duties, Adjudication, or other office 
with NBIS related duties. The parent org will be built on the agency’s behalf by the NBIS Deployment 
Onboarding Team.  

Below is the 10-step process for how to add an org:  

1. Navigate to Org Management on the left-hand side of the navigation panel and use the search 
and switch field in the top-right corner to enter an organization’s name, abbreviation, or org code 
to find and select the designated org (if needed).  

2. In the Details tab, select the Actions drop-down menu and choose Add Organization. 

3. The system will move you to the Organization Details tab to enter the required details (marked by 
a red asterisk): Organization Name, Abbreviation, Org Level, Organization Affiliation.  

a. The abbreviation & org affiliation cannot be changed once the org has been built. 

4. Indicate whether the org should receive closed pending packets. The checkbox must be selected 
to indicate “Yes” if agency receives closed pending packets. Do not check if agency opts out of 
receiving closed pending packets. 

a. This selection is made by the agency, by SOI, then relayed to the ISP for proper case 
closing and routing  

b. The current selection must match the agency’s current agreement with the ISP  

5. Choose the Org Type(s) from the drop-down menu.  

a. This will auto-populate some of the corresponding Org Functions and Org Roles. Users 
may choose to “x” out of these to remove any unnecessary Org Types, Org Functions, and 
Org Roles. Users may also add applicable Org Types, Org Functions, and Org Roles as 
necessary.  

b. Note: To view the Role Descriptions/Permissions table, click on the bottom link titled 
“View Permissions/Role Descriptions” and review the latest role descriptions before 
saving.  

6. Users must enter the Legacy Systems (SON and SOI) information to ensure the data is available for 
selection during the I-R-A process and if/when building Order Form Templates.  

a. Submitting Office Number (SON): Four digit agency identifier which permits DCSA to 
return investigative reports to agency approved addresses. SON is required for each 
personnel office that submits investigation requests and to make case status requests.  
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b. Security Office Identifier (SOI): Four character agency identifier used to identify the 
appropriate agency official who will receive case results, data, or other information. SOI is 
required for each personnel office that submits investigation requests. 

7. Enter Organization Location and Mailing Address. These are required and marked by a red 
asterisk. The mailing address can be marked as the same as the Organization Location. 

8. Once information is complete, click Save.  

9. A green success banner will appear at the top stating the newly created Org has been added. The 
org that was created will now appear in the hierarchy.  

10. Follow Steps 1 – 9 to create additional orgs and sub-orgs with the organization structure.  

a. Note: Users are not automatically added as users to an org they create. Users must be 

added to an org by the User Manager. For example, if the creator of the org requires 

access to the org in any capacity (e.g., as an Org Manager, User Manager, Workflow 

Manager, etc.), the user must request a User Manager within their hierarchy add them to 

the sub-org(s) they created with the appropriate role(s) to continue with configurations. 

User profiles & roles will be further detailed in the User Management section of this job 

aid. 

Steps 1-2  
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Step 3  

 

  

Steps 4-6  
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 Step 7  

  

 Step 8  
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Step 9  

  

 Step 9 (Continued)  
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HOW TO EDIT ORGANIZATION DETAILS   

Purpose and Overview: After navigating to a hierarchy to view the parent organization and its sub-orgs, 
users with the Org Manager role can edit their parent org/sub-org(s) if needed. Orgs may need to be 
edited to correct an address, add new user roles, add/update the POC, or input legacy data. 

 Below is the 4-step process for how to edit an org:  

1. Navigate to Org Management in the left-hand panel and switch to the designated org (if needed).  

2. Select the Organization tab, then the Details tab beneath it.  

3. Under the Details tab, select Edit Org from the Actions drop-down menu.  

4. Edit any information in the fields as needed and click Save.  

a. Note: The abbreviation & affiliation cannot be edited after the org has been built. The 

Organization Level field is editable.   

 

Steps 1-3 
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Step 4 

  

HOW TO DELETE AN ORGANIZATION  

Purpose and Overview: Users with the Org Manager role can delete an organization. Users can only delete 
an organization once all users, workflows, teams, and sub-orgs are removed from the organization. The 
Delete Org option from the Actions drop-down will only appear once all conditions have been met.  

Below is the 4-step process for how to delete an org:  

1. Navigate to Org Management on the left-hand side and switch to the designated Org (if needed).  

2. Select the Details tab.  

3. From the Actions drop-down, select Delete Org.  

3. A confirmation screen will pop-up to confirm the deletion of the organization.  

4. Select Confirm to delete the organization.  
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 Steps 1-2 

  

Steps 3-4 
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HOW TO MOVE AN ORGANIZATION (INTERNAL MIGRATION)  

Purpose and Overview: Users with the Org Manager role can move sub-orgs within a hierarchy, which is 
known as an internal migration. Internal migration may be used to correct or move sub-orgs to maintain 
accuracy of the hierarchy structure.  

If the moving organization has certain roles that the receiving organization does not have, these roles will 
be automatically dropped during the migration. In some cases, this means the sub-org will lose roles. In 
others, they will have the option to add additional roles that are now available under their new parent 
org. Additionally, an org cannot be migrated if there are any cases inflight within that org.  

Below is the 4-step process for how to move an org:  

1. Navigate to Org Management on the left-hand side of the navigation panel and switch to the 
designated organization to move.  

2. Under the Actions column for the specific organization, select the ellipse icon under the Actions 
column, then select Move Organization.  

3. Choose the receiving org and select Move Here. The confirmation page displays a preview of the 
new hierarchy to confirm the organization migration location, the impacted roles, and the 
number of users associated with these impacted roles.  

4. Check the box to proceed with the change and select Confirm to finalize the migration.    

Steps 1-3 
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Step 3 Continued 

  

Step 4 
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USER MANAGEMENT  
User Role Required: User Manager. The User Manager is responsible for creating & updating user profiles, 
assigning & updating appropriate user roles based on user responsibilities. 

Purpose and Overview: Users are assigned roles and capabilities in NBIS through the process of User 
Management. 

This is a mandatory configuration. User roles must be established to allow users to complete tasks and 
access information within NBIS. 

HOW TO VIEW USER PROFILES  

Purpose and Overview: User Managers can view user profiles within an organization hierarchy. The user 
profile provides user details and access to modify user information and roles.   

Below is the 3-step process for viewing existing users in NBIS:  

1. Navigate to Org Management on the left-hand side of the navigation panel and switch to the 
designated org (if needed).  

2. Select the Users tab to view a list of users within the selected organization.  

3. From the Actions column, select the ellipses icon next to the desired user row, then select View 
Details to view the User’s profile details.  
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HOW TO GRANT USERS ACCESS TO NBIS 

Purpose and Overview: Prior to creating a new user, an organization must receive the user’s completed 

PSSAR form and necessary training certifications. The user then must be created in NBIS and added to 
their specific organization(s) with the appropriate user role(s).  

1. Users must submit a completed Personnel Security System Access Request (PSSAR) form to the 
Organization’s Onboarding Manager(s) or the designated User Manager for the org the user 
requires access to.  

2. Once the User’s PSSAR has been completed, reviewed, and approved, the User can be granted 
access to the NBIS System.  

3. A more detailed overview of the process is included in the NBIS PSSAR & User Provisioning 
Instructions.  

HOW TO ADD USERS AND USER PERSONAS  

Purpose and Overview: Users are first created and then given a persona to carry out their specific duties. 
A persona represents the organization/agency the user will be conducting work on behalf of. Most users 
will only need one persona; however some users may conduct personnel vetting work on behalf on 
multiple agencies and therefore will require a persona for each agency.   

Below is the 11-step process for how to grant NBIS system access, create a user, and add a Persona to a 
User:  

1. Navigate to Org Management on the left-hand side of the navigation panel and switch to the 
designated org (if needed).  

2. Select the Users tab.  

3. From the right-hand side, select Create User button.  

4. In the SSN Search text box, enter the user’s social security number (located in Block 11 of the 
PSSAR) and select Continue. If the user does not exist in the system, the Create User screen will 
populate. 

a. Note: If the user already exists, the existing user profile will display, see View User for 
more information. User Managers will be able to modify the SSN and DOB after the user 
is created.  

5. Fill in the required Personally Identified Information (PII) under User Profile, indicated with a red 
asterisk. 

a. Note: The user’s first and last name can be found in Block 1 of the PSSAR and their DOB 
can be found in Block 9.  

6. After filling out all user information, select Continue to create a persona for the user.  

a. Note: A Persona represents an account with its roles and privileges that the user will have 
for the org associated to the persona. A persona will also represent an account the user 
will use to login to the system.  
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7. In the Manage Persona Settings tab, it is recommended as best practice to provide the agency 
name or acronym as the user’s Persona Name. The Persona Name cannot be changed once the 
persona is created.  

8. Enter Primary Phone Number (PSSAR Block 4) and Email Address (PSSAR Block 5). Select a 
Notification Preference option and the appropriate Time Zone.  

a. Note: The internal option displays notification alerts in the top right corner of the 
application where the bell symbol is located. The email option will route notifications to 
the primary email address entered for the user.  

9. Select Add Attachment to upload required documents. Users will receive a pop-up asking: “Are 
you sure you want to upload a file.” Select “Browse” to search your files for the required 
documents. Select the following Attachment Categories for the required documents listed 
below:   

a. System Authorization Access Request (PSSAR Form)  

b. Training Certificate (Cyber-awareness Training Certificate and PII Training Certificate)   

10. The organization context should be pre-populated based on the org in which the user with the 
User Manager role is creating the persona. Select the User Roles the user will be granted within 
the organization. At least one role must be selected at the time of creation. Enable is 
automatically selected as Organization User Status. Users can add additional orgs by selecting 
+Add Organization.  

 Note: Users can also add User Assignments by entering information in the Manage User 
Assignments tab. The full process for how to add a User Assignment will be covered in the 
“Add User Assignments Template to a User” task. Users will receive a pop-up asking if they’d 
like to proceed with completing the User Profile if they do not create a User Assignment.  

11. Select Complete User Profile to save it.  
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 Steps 5-6 

  

Steps 7-8 

  

  



 

  

 

36 

 

 Step 9 

  

Steps 10-11 

 
 



 

  

 

37 

 

HOW TO ADD AN ORGANIZATION AND MODIFY ROLES IN EXISTING 
USER PERSONAS   

Purpose and Overview: In order to grant user roles within an organization in NBIS, the User Manager role 
must assign the organization to the user persona.  

Below is the 9-step process for adding an organization to an existing user’s persona after the organization 
has been created:  

1. Navigate to Org Management on the left-hand side of the navigation panel and switch to the 
designated org (if needed).  

2. Select the Users tab and navigate to the row showing the desired user.  

3. Select the ellipses underneath the Action column and select View Details.  

4. Select the desired hyperlinked Persona Name to navigate to the Manage Persona Settings tab.  

5. Scroll down to the bottom of the page and select Edit on the bottom right-hand side.  

a. User roles for existing orgs can now be added/removed/modified. 

6. To add the user to an additional organization, scroll down and select the hyperlink +Add 

Organization in the bottom-left side underneath the User Roles field.  

7. A pop-up will appear where you can search for an organization. Once you find the organization 
you want to assign to the user persona, select “Add Organization.”  

8. Select the appropriate user roles for the newly added organization. 

9. Select Save in the bottom right-hand corner to complete the process of adding an organization to 
a User’s Persona.  
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Step 5  

  Step 6  
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HOW TO EDIT USER’S PERSONALLY IDENTIFIABLE INFORMATION (PII) 

Purpose and Overview: In the event that there are errors in users PII or need for updates (i.e. changes in 
last name), users with the User Manager role can edit the user’s Personally Identifiable Information (PII) 
information as needed. Users are unable to edit their own profile. 

Below is the 5-step process for editing a user’s PII.  

1. Navigate to Org Management on the left-hand side of the navigation panel and switch to the 
designated org (if needed).  

2. Select the Users tab to see the list of users in the org a user is viewing.  

3. To open a user profile, select the ellipses under the Action column next to the desired user. Select 
View Details to open user’s profile.  

4. Select the hyperlink Edit Personally Identifiable Information in the top right-hand corner.  

5. Make the changes and select Save.  

 

Steps 1-3 

  

  



 

  

 

42 

 Step 4 

 

Step 5 
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HOW TO EDIT USER PERSONA INFORMATION  

Purpose and Overview: Users with the User Manager role can also edit a user's persona information to 
add/remove roles or organizations, as needed. It is important to note that if a persona is disabled, users 
will not be able to edit any information.  

Below is the 6-step process for editing a user’s Persona information: 

1. Navigate to Org Management on the left-hand side of the navigation panel and switch to the 
designated Org (if needed).  

2. Select the Users tab to view the list of users.  

3. From the Actions column, select the ellipses next to the user row and then select View Details to 
view the user’s profile.  

4. In the User Profile, select a hyperlinked Persona Name to edit.  

5. At the bottom right of the Persona Settings screen, select Edit to edit the persona details. This 
includes editing the primary phone number, email, notification preferences, time zone, 
attachments, disable the org, edit/delete the org associations/roles, add additional orgs and 
editing User Assignments.  

6. Select Save to save the changes.  

  

Steps 1-3 
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Step 4 
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Step 5 Continued 

  

Steps 5-6 
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HOW TO DISABLE A USER PERSONA  

Purpose and Overview: Users with the User Manager role can disable user’s persona. There are multiple 
reasons why one would want to disable a user’s persona. For example, a user was retired, fired, moved to 
a new job, or otherwise no longer needs NBIS access for their role in the organization. If a persona is 
disabled, all cases in that user’s workbasket for the corresponding organization will return to their 
respective organization’s workbasket.  

Below is the 5-step process for disabling a Persona:  

1. Navigate to Org Management on the left-hand side of the navigation panel and switch to the 
designated org (if needed).  

2. Select the Users tab to view the list of users.  

3. From the Actions column, select the ellipses next to the user persona to be disabled and then 
select View Details.  

4. Once the profile loads, select the ellipses from the actions column next to the persona to be 
disabled. Select Disable to disable the persona and choose a reason for disabling. There’s an 
option to provide an Explanation (ex. Moved to a New Job, Retirement, Fired or Other).  

5. Select Continue. A green success banner will appear at the top of the screen and the Persona 
Status will appear as Disabled.  

  

 Steps 1-3 
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Step 4 

 

 

  

Step 4 continued 
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 Step 5 

 

 

HOW TO ENABLE A USER PERSONA  

Purpose and Overview: Users with the User Manager role can also enable a user’s persona. The Enable 
option will appear once a persona is disabled if you want to re-enable it.  

Below is the 5-step process for enabling a Persona:  

1. Navigate to Org Management on the left-hand side of the navigation panel and switch to the 
designated Org (if needed).  

2. Select the Users tab to view the list of users.  

3. From the Actions column, select the ellipses next to the user row and then select View Details.  

4. To Enable a Persona, choose the Enable option from the ellipsis’s icon under the Actions column 
to re-enable. A confirmation screen will appear with an explanation of why the persona was 
disabled.  

5. Select Continue. A green success banner will appear at the top of the screen and the Persona 
Status will go back to Enabled.  
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Step 5 

 

Step 5 Continued 
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HOW TO RESET AN USER  

Purpose and Overview: A user may experience difficulties logging into NBIS and may need to have their 
authentication reset in order to log back into the system. Users with the User Manager role can reset the 
authentication of a user within an organization’s hierarchy. Once the below steps are completed, users 
will receive two separate emails containing a Persona ID and Enrollment Key to log back in. If the emails 
are sent to the users successfully, there will be a message indicating so. Otherwise, a failure message will 
appear.  

Below outlines the 5-step process to reset a User:  

1. Navigate to Org Management on the left-hand side and locate your organization (if needed).   

2. Select the Users tab to view a list of users within the selected organization.  

3. From the Actions column, select the ellipses icon next to the user row you wish to 
reset authentication. Select View Details.   

4. Select Reset Authentication.  

5. Select Confirm to reset the user’s authentication.  

 

Steps 1- 3  
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Step 4  

    

Step 5  
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Step 5 Continued   

 

 

ORGANIZATION RELATIONSHIPS  
User Role Required: Org Relationship Manager. The Org Relationship Manager establishes and manages 
org relationships between their org and any orgs outside of their hierarchy as needed. 

Purpose and Overview: Organization relationships within NBIS establish connections with organizations 
internally and externally to identify which organization will provide the Review & Authorization services 
for their org. Internal Relationships designate either your org or one of the sub-org, as the implementer 
responsible to carry out the Review and Authorization services. Once you have configured your Internal 
Relationships, then you can share your services out to other orgs. External Relationships establishes that 
connection between your org and those orgs outside your hierarchy structure that you wish to provide 
your Review and Authorization services. The Form Routing Workflow will determine the exact path each 
case will be sent for an org to carry out the Review and Authorization services. This is applied to each case 
upon initiation. More details on how to create and apply are in the  Form Routing Workflows section. 

The services your organization can provide are related to the Org Functions within your org, which is 
determined by your Org Type. In order for the user with the Org Relationship Manager role to edit your 
org’s relationships, one of the “Provider” functions is needed. As a Service Provider org, you will be able 
to edit which org you provide services to and how you implement the Internal and External Relationships. 
Once Review and/or Authorize are chosen as the org type, then the Service Provider functions will appear 
allowing the org relationships to be created. 
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Example of Org Types and Functions with Provider Roles 

 

 

HOW TO ADD/EDIT AN INTERNAL ORGANIZATION RELATIONSHIP  

Purpose and Overview: Organizations should designate who they provide services to within their org’s 
hierarchy and how their org’s services will be implemented.  Org Relationship Managers do so by adding 
Internal Organization Relationships.  

Below outlines the 6-step process to create & edit Internal Org Relationships:  

1. From log in, select Org Management from the Navigation menu.  

2. Switch to the designated org (if needed) and select the Configuration tab.  

3. From the Configuration Menu, select Organization Relationships.  

4. Within the Internal Relationship Management section, click the Edit Relationships hyperlink with 
the pencil icon.  

5. Select the appropriate organization and/or sub-organization responsible for Review and 
Authorize services by typing the organization name and selecting it from the drop-down when it 
appears. 

6. Click Save in the bottom right corner after making edits.  
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Steps 1 – 3 

  

 Steps 4 – 5 
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Step 6  
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HOW TO ADD/EDIT AN EXTERNAL ORGANIZATION RELATIONSHIP  

Purpose and Overview: Organizations should designate who they provide services to outside of their org’s 
hierarchy and how their org’s services will be implemented. Org Relationship Managers do so by adding 
External Organization Relationships after the Internal Relationships have been established.  

Below outlines the 6-step process to create & edit External Org Relationships:  

2. From log in, select Org Management from the Navigation menu.  

3. Switch to the designated org (if needed) and select the Configuration tab.  

4. From the Configuration Menu, select Organization Relationships.  

5. Within the External Service Relationship Management section, click the Edit Relationships 
hyperlink with the pencil icon.  

7. Select the appropriate organization(s) and/or sub-organization responsible for Review and 
Authorize services by typing the organization name and selecting it from the drop-down when it 
appears. More than one org may be added. 

8. Click Save in the bottom right corner after making edits. 

 

Steps 1- 3 
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Step 4  

 

 

Step 5 
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HOW TO VIEW EXTERNAL ORGANIZATION RELATIONSHIPS 

Purpose and Overview: Org Relationship Managers can view services being offered to their org by external 
service providers.  

The “Services Received” table displays the services being offered to your org by external service 
providers. This was configured in the providing org’s External Service Relationship Management section 
when adding/editing an External Relationship. In the example below, the Defense Counterintelligence and 
Security Agency is offering both Review and Authorization Services to the designated org.  The Security 
Office HQ org is providing Authorization Services. The Form Routing Workflow will determine the path 
each case will take and is applied upon initiating a case. See Form Routing Workflows section for more 
information. 
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FORM ROUTING WORKFLOWS  
User Role Required: Workflow Manager. The Workflow Manager can create, modify, or disable a 
workflow.  

Purpose and Overview: A Form Routing Workflows identifies the org(s) that will provide the Review and 
Authorization services and allows for the initiator to quickly select the appropriate routing path for each 
investigation. 

Form Routing Workflows are a mandatory configuration. Form Routing Workflows determine which 
organizations will perform the review and authorization phases and automate where Standard Forms 
(e.g. SF85, SF85p and SF86) are routed after initiation. Workflows must be established before a case can 
be initiated. 

HOW TO VIEW/ADD FORM ROUTING WORKFLOWS  

Purpose and Overview: Workflow managers can view and edit Form Routing Workflows.  

Below is the 7-step process for viewing, editing, enabling, and disabling Form Routing Workflows:  

1. Select Org Management from the Navigation Menu on the left side of the screen.  

2. Switch to the designated org (if needed) and select the Configuration tab.  

3. From the Configuration Menu, select Form Routing. 

a. Any existing Form Routing Workflow(s) will be listed and will indicate which org is the 
Initiator, Reviewer and/or Authorizer. It will also show the status as either Enabled or 
Disabled. To view the details of a specific Form Routing Workflow, click the hyperlink in 
the Form Routing Name column.  

b. To add a new Form Route, select Add Form Route from the Actions drop-down menu. 

4. Complete all required fields starting with entering a Form Routing Name. Be sure to include a 

name that identifies the path of the Workflow as only the name is displayed and applied upon 

case initiation. No details on the Workflow path will be included. Orgs can have multiple Form 

Routing Workflows. For example; if an org named “Security Office” will be doing both the Review 

and Authorization, then include the name as “Security Office will Rev. and Auth” The org 

establishing/editing the Form Routing Workflow is considered to be the initiating org. The Form 

Routing Workflow will establish the Review & Authorization orgs for that initiating org.    

5. Select a Reviewer Organization category and an Authorizer Organization category.  

o Users can select Hierarchy for internal relationships. User should choose their org or another 
sub-org within their hierarchy to provide Reviewer and Authorizer functionality.  

o Users can select Org Relationship to permit an external Org outside of their Org hierarchy to 
provide Reviewer and/or Authorizer functionalities. External means any org above or parallel 
to your org. Note that Organizations must have already established an external organization 
relationship in order to appear in this selection.  
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6. Within the fields for Reviewer Organization and Authorizer Organization, start typing in an 

organization’s name to make them Reviewer and/or Authorizer Organizations. Enter the External 

Destination ISP Name (if needed).   

7. Once required fields are completed, select Submit to save the new workflow.  

a. Note: After saving, the newly created workflow should appear in the list of existing 
workflows. If the workflow does not appear, locate the workflow in the Form Routing 
Associations section and select the hyperlink under the Association name column. On the 
next screen, ensure the status of the workflow is set to Enabled and Save. 

 

Steps 1-3 

  

 Step 4 
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 Step 5- 7 

  

 

 

HOW TO EDIT AND ENABLE/DISABLE FORM ROUTING WORKFLOWS  

Purpose and Overview: Workflow Managers can edit Form Routing Workflows. A workflow may be edited 
when there is a change in the org performing the review and/or authorize function. Changes cannot be 
made to the workflow for cases that are in-flight for the review and authorize destinations.  

Below is the 5-step process for editing, enabling, and disabling Form Routing Workflows:  

1. Select Org Management from the Navigation Menu on the left side of the screen.  

2. Switch to the designated org (if needed) and select the Configuration tab.  

3. From the Configuration Menu, select Form Routing. The Form Routing Workflows will be listed 

and will indicate which org is the Initiator, Reviewer and/or Authorizer. It will also show the status 

as either Enabled or Disabled. To view the details of a specific Form Routing Workflow, click the 

hyperlink in the Form Routing Name column.  

4. Users can make modifications only if the Form Routing Workflow has not been used. If there are 

cases in-flight that have used or are using the Form Routing Workflow, then users can only edit 

the Form Routing Name or edit the status to Enabled/Disabled.  

a. Note: Users may want to enable a Form Routing Workflow to make sure that they will be able 
to utilize the routing option for their org. Users may want to disable a Form Routing 
Workflow if the route needs to be temporarily made unavailable for case routing.  

5. After making edits, select Submit to complete the updates.  
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Steps 1-3 
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HOW TO DELETE FORM ROUTING WORKFLOWS  

Purpose and Overview: Users may want to delete a Form Routing Workflow if the routing option is no 
longer applicable to org/cases within their org. Users can view the history of a Form Routing Workflow by 
clicking the Actions button in the upper right-hand corner and selecting “History.” 

Below is the 6-step process for deleting Form Routing Workflows:  

1. Select Org Management from the Navigation Menu on the left side of the screen.  

2. Switch to the designated Org (if needed) and select the Configuration tab.  

4. From the Configuration Menu, select Form Routing. 

5. Once all existing Form Routing Workflows are displayed, find the row for the specific Form 
Routing Workflow being deleted.  

5. Select the trashcan icon under the Delete column to delete the Form Routing Workflow. 

a. Note: A Form Routing Workflow cannot be deleted if it is currently being utilized by cases 
in flight. The trashcan icon will not be visible. 

6. Select Continue to confirm the deletion request. The Form Routing Workflow will not appear on a 
user’s list of existing Form Routing Workflows anymore.  

 

 Steps 1-3 
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Steps 4- 5 
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PROGRAM TAGS 
User Role Required: Program Tag Manager. The Program Tag Manager has the capability to create and 
manage program tags for their organizations(s).  

Purpose and Overview: Program tags can be used to label and prioritize cases, restrict where they appear, 
or who can view them. Program tags are created at the organization level and can be applied to subject 
and user profiles.   

Program Tags are an optional configuration. When restrictions are placed on Program Tags, they can 
affect User Assignments and Assignment Rules because they designate specialized categories of cases 
that only select users can work on. When creating Program Tags, be sure to take the organization’s 
assignment rules into consideration.  

 

HOW TO VIEW PROGRAM TAGS   

Purpose and Overview: Program Tag Managers can view and edit their org’s Program Tags, view other 
org’s Program Tags, and use/request use of the other org’s Program Tags. 

Below outlines the 5-step process for viewing Program Tags: 

1. From initial log in, select Org Management on the left from the Navigation Menu.  

2. Users can navigate to their organization (if needed). Select the Configuration tab.  

3. From the Configuration Menu drop-down, select Program Tags.   

4. Users will be presented with the list of existing Program Tags for user’s organization and a full 

Program Tag Library for Program Tags created by other orgs available for potential use by user’s 

org.  

a. The Program Tag library will display Program Tag Name, Program Tag Abbreviations, 
Program Tag Visibility (whether Protected or Public) along with an actions drop-down for 
modifications.  

5. To view the details of a Program Tag, click on the Program Tag name (hyperlink). 
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Steps 1- 4 
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HOW TO ADD PROGRAM TAGS  

Purpose and Overview: Program Tag Managers can add Program Tags to the org and apply those tags to 
subjects in order to identify subjects with certain attributes (i.e. high or low priority).  

Below outlines the 4-step process for how to add a Program Tag:  

1. From log in, select Org Management from the Navigation Menu on the left. Switch to the 
designated org (if needed) and select the Configuration tab.  

2. From the Configuration Menu, select Program Tags.  

3. Click the arrow within the Actions button to reveal the Actions drop-down menu. Select Add Tag 
to create a new Program Tag.  

4. Complete all required fields and any desired optional fields for the Program Tag. Click Save and 
Add when finished. The newly added Program Tag should now appear in the list of existing 
Program Tags. 

 

Steps 1 - 2  
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Step 3 
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HOW TO EDIT/DISABLE PROGRAM TAGS  

Purpose and Overview: Program Tags may be modified according to need. Program tags may also be 
disabled if they are no longer required or in use by the organization. Only users with the Program Tag 
Manager role can disable Program Tags. Program Tags can only be disabled if Program Tag Managers are 
the only user with access to the Program Tag. Program Tags cannot be deleted.  

Below outlines the 5-step process for editing Program Tags:  

1. From log in, select Org Management from the Navigation Menu on the left. Switch to the 
designated org (if needed) and select the Configuration tab.   

2. From the Configuration Menu, select Program Tags.  

3. In the “Program Tag Name” column, click the hyperlinked text on the row of the Program Tag 
that user would like to edit or manage.  

4. On the right side of the page, click the Edit Details hyperlink to edit any of the required 
or optional fields for the Program Tag information. Select Save.  

a. Repeat Step 3, this time click the Edit Configurations hyperlink to edit any of those fields.  

b. To Disable, uncheck the box under status to disable this specific Program Tag. Click Save.   

5. After clicking save, users will be returned to the list of existing Program Tags.    
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 Steps 1 - 2  

  

 Step 3 
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Step 4 

          

 Step 4 (continued)  

  

  

               



 

  

 

74 
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Disable Program Tag 

 

Step 5 
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HOW TO APPROVE/REJECT PROGRAM TAGS  

Purpose and Overview: Organizations may request to use tags from another organization. Users with the 
Program Tag Manager role can Approve/Reject Program Tag Requests for their org.  

Below is the 5-step process for how to approve/reject Program Tags:  

1. From log in, select Org Management from the Navigation Menu on the left. Switch to the 
designated org (if needed) and select the Configuration tab.  

2. From the Configuration Menu, select Program Tags. Users will be prompted with the list of 
Program Tags and the Program Tag Library for their org.  

3. Click the Actions button to reveal the options from the Actions drop-down menu and select View 
Tag Requests. The page will display all the Incoming and Outgoing Requests for a user’s 
organization.  

4. Incoming Requests are requests from other organizations to gain access to tags the current 
organization is an Owner/Modifier of. Outgoing Requests lists the requests for the current 
organization to gain access to other org’s protected Program Tags. Check the box that says 
“Include Completed Requests” to reveal additional Program Tag requests.  

5. To approve or reject an incoming tag request, select the Program Tag Name on the request or 
select the ellipses under the Actions column. The Program Tag Request Details screen shows all 
the relevant information on the request. The Program Tag Details are found at the bottom to 
remind the user which tag this organization is requesting. Select Reject/Approve in the bottom 
right corner.  

 Steps 1-2 
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Step 5 
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USER ASSIGNMENTS 
User Role Required: User Manager. Users with the User Manager Role can create and manage users 
within their organizations, this includes managing the phases and case types a user can work.  

Purpose and Overview: User assignments manage the number and types of phases and cases users are 
permitted to work within the context of the organization.  

User assignments are a required configuration as users who will be conducting I-R-A related duties must 
have them in order to be able to work cases within the org. User Assignment templates are an optional 
way to create standard templates that are built at the org level, then applied to users within the org to 
identify their workload capabilities. If multiple users will have the same workload capabilities, a template 
creates efficiencies when applying the capabilities to the user. User Assignments can also be created & 
applied individually within the user’s profile.  

HOW TO CREATE USER ASSIGNMENT TEMPLATES   

Purpose and Overview: User Assignment Templates are used to apply assignment attributes to an 
individual user in one persona. Multiple assignments can be added within one template. This can be 
particularly helpful if you have many users that require the same workload capabilities. User Assignment 
Templates are not required to be completed if org will manually assign cases. Assignment Templates are 
used when org would like to automatically assign cases.  

Below is the 12-step process for how to create User Assignment Templates:  

1. From log in, select Org Management from the navigation menu on the left.  

2. Switch to the designated org (if needed) and select the Configuration tab.  

3. From the Configuration Menu drop-down, select User Assignment Templates.  

4. To create a new template, select Add Template.  

5. Provide the Template Name, Status, Display Order, Description, User Capacity, and Assignment 
Threshold. 

a. The User Capacity defines the maximum number of assignments a user can automatically 
be assigned (max of 999); however, users can still be assigned a case manually, which 
may exceed the user’s capacity.  

b. The Assignment Threshold defines the number of assignments a user owns before the 
system automatically assigns additional tasks. The Assignment Threshold must be at least 
one below the User Capacity. 

7. Select Add Assignment to add an assignment within the User Assignment Template. Multiple 
assignments can be added to one template.  

8. Enter the Assignment Name. Select the Phase for the assignment from the drop-down menu. The 
phase determines what phase of the case the user can work on. Additional fields will populate 
depending on the phase selected.  
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9. From the drop-down menus, select the appropriate Case Type(s) and Workflow Status for the 
user. These sections indicate the types of cases or tasks users want a user to be capable of 
working.  

10. From the drop-down menu, select any applicable Program Tags needed for this assignment 
configuration.  

1. Note: Program Tags with no restrictions do not need to be added to user assignments. 
Only Program Tags with restrictions need to be added to user assignment templates to 
identify which users can work cases with these restrictive Program Tags.  

11. Select the Assignment Method. Select either Manually Assign to a Capable User or Automatic 
and/or Manual Assignment.  

a. Manually Assign to a Capable User will require the Org Workload Manager &/or Task 
Reassignment user to assign each case to a user individually 

b. Automatic &/or Manual Assignment will allow the system to automatically assign work 
based on user roles, user assignments, and assignment rules and will also allow the Org 
Workload Manager &/or Task Reassignment user to manually assign cases to users. 

12. Select +Add Assignment to add another assignment within the same template or click Save and 
Add if additional assignments are not needed.  

 

Steps 1 -3 
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Step 4 

 Steps 5 -7 
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Step 8 -12 

  

HOW TO VIEW USER ASSIGNMENT TEMPLATES   

Purpose and Overview: Once a User Assignment Template has been created, Users with the User Manager 
role can also view User Assignment Templates.  

Below is the 4-step process for how to view User Assignment Templates:  

1. From log in, select Org Management from the navigation menu on the left.  

2. Switch to the designated org (if needed) and select the Configuration tab.  

3. From the Configuration Menu, select User Assignment Templates. This will provide users with the 
list of existing User Assignment Templates.  

4. Select the hyperlink within the Template Name column to view the details of any specific User 
Assignment template.  
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HOW TO EDIT/DISABLE/DELETE USER ASSIGNMENT TEMPLATES    

Purpose and Overview: User Managers can edit User Assignment Templates as needed. Users with the 
User Manager role can also delete a User Assignment Template if a user's assignment changes or if the 
team's assignments change, or disable a User Assignment Template if users may not need to use the 
template now, but may need to use it again later. A disabled User Assignment Template can be re-
enabled at any time. However, once the User Assignment Template has been deleted it cannot be 
retrieved and is permanently deleted.  

Below outlines the process to edit, disable, or delete User Assignment Templates:  

1. From log in, select Org Management from the navigation menu on the left.  

2. Switch to the designated org (if needed) and select the Configuration tab.  

3. From the Configuration Menu drop-down, select User Assignment Templates.  

4. From the list of User Assignment Templates, select the actual template users would like to edit 
under the Template Name column.  

5. Select the Actions drop-down menu. Users will be prompted with Edit and Delete options.  

6. To edit the User Assignment Template, select Edit Template; this will bring users to the Edit User 
Assignment Templates page. From the Edit User Assignment Templates page, users can configure 
and edit any User Assignment Template details.  

a. Select the +Add Assignment hyperlink to add a new assignment within the existing User 
Assignment Template. Complete all required fields including Assignment Name, Phase, 
Case Types, Program Tags and Assignment Method. Existing assignments can also be 
modified or deleted if needed. Click Save at the bottom right corner. After users click 
Save, users will return to User Assignment Templates home screen/User Assignment 
Templates list.  

b. Note: Edits made to an existing user assignment template will not be reflected in user 
profiles with the template applied. User Managers will need to update the template for 
affected users after the template has been modified.  

c.  To Disable the User Assignment Template, edit the User Assignment Template and 
uncheck the Enabled box beneath status in order to disable the User Assignment 
Template. Click Save in the bottom right corner. Users will return to the list of existing 
User Assignment Templates displaying all User Assignment Templates organized by their 
display order.  

d. To delete the User Assignment Template, select Delete Template. Users will be prompted 
with a warning screen. Select Delete again. The deleted User Assignment Template will 
not appear in the list of existing User Assignment Templates screen; this will be 
confirmation that users successfully deleted the User Assignment Template.  

 

 

 



 

  

 

85 

Steps 1-3 

 

 Step 4 

 

  



 

  

 

86 

Step 5 

 

Step 6 

 

  

  

  



 

  

 

87 

HOW TO ADD/EDIT USER ASSIGNMENTS/USER ASSIGNMENT 
TEMPLATE  

Purpose and Overview: User Assignments manage the type and number of tasks a user is permitted to 
perform within the context of the organization and allow a user to work on cases with certain attributes. 
User Assignment Templates can be applied when creating/editing a user from the Manage User 
Assignments tab. When creating a new user, a notification will populate prior to saving as a warning that 
a user is being created that has no user assignments (and therefore can do no I-R-A work). 

Below is the 10-step process for how the users with the User Manager role can add a User Assignment or 
User Assignment Template to an existing user:  

1. From initial log in, select the Org Management tab from the navigation menu on the left.  

2. Switch to the designated Org (if needed) and select the Users tab.  

3. Scroll through the existing users from the User List to identify the user to add/apply an 
assignment template to.  

4. From the Actions column, select the ellipses (three vertical dots) and select View Details to be 
prompted with the User Profile screen.  

5. Click the hyperlink for the user’s persona under the persona name column. If a user has multiple 
personas, make sure to select the Persona needed to edit and be prompted with Persona Settings 
page.  

6. Select Manage User Assignments tab.  

7. Using the Organization drop-down menu, ensure the appropriate org requiring editing is 
selected. 

8. Click the Edit button on bottom right of screen.  

a. To manually add assignments to a user, complete all required fields, including those from 

step 7 in addition to selecting the Organization, User Capacity, and Assignment 

Threshold.  

b. Note: User Assignments can be edited using this same process. Existing user assignments 

can be removed or modified, additional assignments can be added, and templates 

applied to the user can be changed. 

9. To apply a previously created template to the user, select the appropriate User Assignment 

Template from the User Assignment Template drop-down to add to the user, then select Apply 

Template.  

a. After selecting/applying the appropriate template, the User Assignment Template details 
will display. A user can only have one User Assignment Template applied to them at a 
time.  

b. Verify that the details of the assignment are accurate (Assignment Name, Phase, Case 
Types and Assignment Method). After the template is applied, it can be modified for that 
user within their profile &/or additional assignments can be added to their profile by 
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clicking the +Add Assignment button. Modifying the template after it has been applied to 
the user will not change the saved copy.   

10. Once all assignments are added, select Save at the bottom right of the User Profile.  

 

Step 1 - 4 

  

Step 5 
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 Steps 6-7 

  

Steps 8-10 
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ASSIGNMENT RULES 
User Role Required: Org Assignment Manager. The Org Assignment Manager is responsible for setting the 
organization’s priorities for work assignments to enable automatic routing of tasks.  

Purpose and Overview: Assignment rules control the order in which tasks are processed and set the 
priority for how an organization’s cases are assigned to users. Assignment Rules work in tandem with 
User Assignments to assign work by adding specific criteria and restrictions on case assignments. For 
example, Assignment Rules can be used to assign Tier 1 cases before Tier 3 cases or cases in the Review 
phase before cases in the Authorization phase.  Cases are assigned to an user’s workbasket based on the 
user’s roles, assignments, and the organization’s assignment rules.   

Assignment rules are an optional configuration.  They can be created to support the org’s workload 
prioritization and distribution needs.  

HOW TO VIEW ASSIGNMENT RULES  

Purpose and Overview: Org Assignment Managers can view the details of their org’s Assignment Rules. 

Below is the 4-step process for how to view an Assignment Rule:  

1. From log in, select Org Management from the Navigation Menu on the left.  

2. Switch to the designated org (if needed) and select the Configuration tab.  

3. From the Configuration Menu, select Assignment Rules. The screen will display a prioritized list 
of existing Assignment Rules. 

4. In the table of Assignment Rules, under the Actions column, select the ellipses for the specific rule 
and select View Details.  
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Step 1 - 3 

 

 

Step 4 
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HOW TO ADD ASSIGNMENT RULES  

Purpose and Overview: Users with the Org Assignment Manager role can add and manage Assignment 
Rules for their org. Assignment Rules determine the order in which tasks are assigned.  

Below is the 12-step process for how to add an Assignment Rule: 

1. From the Navigation Menu on the left, select Org Management.  

2. Switch to the designated org (if needed) and select the Configuration tab.  

2. From the Configuration menu, select Assignment Rules.  

3. There are two ways to add a new Assignment Rule. The first option is to select “Add Rule” from 
the Actions drop-down. The second option is to click the ellipses under the Actions column. Select 
Add Above or Add Below according to the priority of the new rule.  

4. Complete all required fields (marked with an asterisk) within the Task Name, Task Description, 
Task Category and Priority, and Task Details sections of the “Add Assignment Rules” page.  

5. In the Phase field, select the phase the assignment rule pertains to. Phases include Initiation, 
Review, Authorization, Returned from ISP, & Returned from Authorizer.  

6. In the Case Type field, select the appropriate case type, or select “Any” if the rule applies to all 
case types worked within the org.  

a. Note: If not selecting any for case type, only one case type may be selected per 
assignment rule.  

7. Set the Task Priority. This is a system-generated numeric value used to determine the order and 
of Assignment Rule processing. The priority is used to determine the order of processing. The 
lower the number, the higher the priority. The Org Assignment Manager can change the system-
generated priority value to meet the needs of the rule. Equal priority can be given to more than 
one assignment rule.  

8. Assign the case to a user from the “Assign To” drop-down menu. Options include Previous Owner, 
Any Capable User, Case Owner (not applicable for I-R-A assignment rules) and Subject Owner (not 
applicable for I-R-A assignment rules).  

a. Note: If Previous Owner is selected, an additional optional field will appear to Set the 
Assignee Duration, which when completed defines the number of calendar days a task 
will remain with the previous owner before being re-routed to another capable user. 

9. Set the Move Task Timer, if applicable, to identify how long the task can remain with the current 

assignee if it is not worked on before it is routed to another user.  

10. Set the Case Duration, if applicable, to identify how long the case remains a priority based on 

when the case was initiated.  

11. Select the appropriate Program Tags, if applicable.  

a. Note: While this field is present and can be completed, full functionality for I-R-A is a 

future capability. Selecting a program tag at present may result in error.  

12. Select Save and Add. 
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Steps 8 -12 
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HOW TO EDIT/REPRIORTIZE ASSIGNMENT RULES  

Purpose and Overview: Organizations can reprioritize the workload and the manner in which cases are 
assigned by modifying assignment rules.  

Below is the 6-step process for how to edit & reprioritize an Assignment Rule:  

1. From login, select Org Management from the Navigation Menu on the left.  

2. Switch to the designated org (if needed) and select the Configuration tab.  

3. From the Configuration Menu, select Assignment Rules.  

a. The screen will display a prioritized list of existing Assignment Rules. Within the list of 
Assignment Rules, locate the row you want to edit.   

4. In the row that you want to edit, select the ellipses in the Actions column on that row. Select View 
Details.   

5. Select Edit, then make any changes and select Save when completed.   

6. From the Actions drop-down, select Reprioritize to apply changes in cases.  

a. Note: Changes will not be applied to cases in flight that are already assigned to a user. By 
selecting Reprioritize, changes will be applied to all cases in flight not currently assigned 
to a user. If Reprioritize is not selected, changes made to assignment rules, including 
additions & deletion of rules, will be applied overnight.  

 

Steps 1 – 3 
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Step 4 

 

Step 5   
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Step 6 

 

  

HOW TO DELETE ASSIGNMENT RULES  

Purpose and Overview: Assignment Rules can be deleted if no longer needed by the org. Deleted rules will 
no longer appear  in the rules table in the Assignment Rules Configuration menu.  

Below is the 6-step process for how to delete an Assignment Rule:  

1. From log in, select Org Management from the Navigation Menu on the left.   

2. Switch to the designated org (if needed) and select the Configuration tab.  

3. From the Configuration Menu, select Assignment Rules.  

4. The screen will display a prioritized list of existing Assignment Rules. In the row of the Assignment 
Rule that you want to delete, select the ellipses under the Actions column.  

5. You will be prompted with a mini screen showing four options. Select Delete to remove the 

desired rule.  

6. Return to the list of existing Assignment Rules. Verify the Assignment Rule was 
successfully deleted by confirming that it does not appear in the new prioritized list of 
Assignment Rules.  
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Steps 1 -3  
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Step 6 
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NOTIFICATIONS  
User Role Required: Notification Manager. The Notification Manager is responsible for creating, 

customizing, and managing criteria for automatic alerts that can be used throughout the lifecycle of a 

case as well as for organization migrations.   

Purpose and Overview: Organizations can set notifications to alert users and subjects of case status as it 
moves through the workflow. Notifications can be used as a tool to monitor, track, and prompt action on 
cases.  Notifications are delivered internally via the bell icon and by email. Email notifications will display 
only the information provided. No links to cases are provided. Notifications cannot be sent to external 
users or organizations.  

Notifications are an optional configuration. It is recommended that orgs add a Status/Assignment 
Notification for Returned from ISP to enable the org to view updates.  

HOW TO VIEW ORGANIZATION NOTIFICATIONS   

Purpose and Overview: Notification Managers can view org notifications in NBIS. Listed below is the 5-
step process for how to view Notifications:  

1. From initial log in, select Org Management from the Navigation Menu on the left.  

2. Navigate to your org (if needed) then select the Configuration tab.  

3. From the Configuration menu, select Notifications.  

4.  After selecting Notifications from the drop-down, users will now be able to see the full list of 
existing notifications for the organization that they are logged into.  

5. To view the details of a specific notification, search for and locate that notification using the 
Notification Name column. Select the Notification Name hyperlink to open the details of the 
selected notification.  

 Steps 1-2  
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Step 3  

  

Step 4  
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Step 5

 

  

HOW TO COPY NOTIFICATIONS  

Purpose and Overview: Notifications can be inherited by all orgs within the hierarchy if the option is 
enabled in the Parent Org. Notification Managers can also copy existing notifications from the 
Organization Notifications Library to their organization.  

Below outlines the 6-step process for copying Notifications: 

1. From initial log in, select Org Management from the Navigation Menu on the left.   

2. Navigate to your organization (if needed) then select the Configuration tab.  

3. From the Configuration menu, select Notifications. After selecting Notifications from the drop-
down, users will now be able to see the full list of existing notifications for the organization that 
they are logged into.  

4. Scroll down to the Organization Notifications Library section. Locate the notification you want 
to copy to your organization and select the “Copy to My Organization” button to add that 
notification to the organization you are signed into.  

6. Scroll back up to view the list of existing notifications for the organization that you are signed 
into. You should now see the notification that you copied within the list of existing notifications 
for your organization.    
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Steps 1-2 

  

 Step 3   
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 Steps 4-5 

 

Step 6 
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HOW TO ADD STATUS/ASSIGNMENT NOTIFICATIONS   

Purpose and Overview: Status/Assignment notifications can be created to alert users when the case 
request moves to a different status within a workflow and when a case is assigned to a user or 
workbasket depending on the phase. 

Organizations can create status/assignment notifications according to need. It is recommended that a 
“Return from ISP” notification be created to promptly address issues or take action.  

Below is the 10-step process to add Status/Assignment Notifications:  

1. From initial log in, select the Org Management tab from the navigation menu on the left.  

2. Switch to the designated org (if needed) and select the Configuration tab.  

3. From the Configuration Menu, select Notifications. 

4. To create a new notification, click the Add Notification button on the far-right side of the screen.  

5. Select Phase to Notify to identify which phase the status/assignment notification is applicable to. 

6. For the Notification Type, select Status/Assignment.  

7. When to Notify chooses the specific status for notifications. Select an option for When to Notify 

from the drop-down menu.  

a. A field for ‘Assignment to Notify’ may appear depending on what is selected for When to 

Notify. Select an option for Assignment to Notify if it appears as a required field. Selecting 

a Program Tag is optional.  

8. Users can proceed to Notification Details. Enter the Notification Name, make sure the Status box 
is checked (enabled). Select options for ‘Who to Notify’ using the drop-down menus for each 
field.  

a. Note: If organization is selected as a “Who to Notify” option, an additional field requiring 
the roles within the organization to notify will populate. 

9. Complete Message to Recipients, Title of Notification to Recipients, and Message Text Editor 

fields.  

a. Note: Variables are provided below the Message Text Editor to allow for case specific 
data to be incorporated into an otherwise standardized notification message. 

10. Select Save and Add.   
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Step 8  
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HOW TO ADD STAGNANT CASE NOTIFICATIONS   

Purpose and Overview: Stagnant Case Notifications can be configured to alert users when no action has 
been taken on a case or when a case request has been delayed in a certain phase for a specific amount of 
time. Stagnant Case Notifications are used to prompt users or subjects to take action.  

Within each Stagnant Case Notification, users have the option to schedule 3 instances of notifications (1st, 
2nd, and 3rd). 

Below outlines the 14-step process for adding a Stagnant Case Notification: 

5. From initial log in, access the Org Management tab from the navigation menu on the left.  

6. Switch to the designated org (if needed) and select the Configuration tab.  

7. From the Configuration Menu, select Notifications.  

8. To create a new notification, click the Add Notification button on the far-right side of the screen.  

9. Select Phase to Notify to identify which phase the status/assignment notification is applicable to. 

10. For the Notification Type, select Stagnant Case from the options provided.  

11. Select an option for “When to Notify” field. It is optional to select a Program Tag. 

12. Proceed to Notification Details. Enter a Notification Name by typing into the Notification Name 

field. Enabled is automatically checked for the Status. If unchecked, the notification built will not 

be sent for any cases meeting the notification parameters.  

13. For the first notification reminder, click the arrow in the “Who to Notify” field and select an 
option from the choices provided. Enter a numerical value for the “Days Before Notification” field 
to specify the amount of time the case can be stagnant before the notification is sent.  

a. If “Organization” is selected for the 1st, 2nd or 3rd notification reminder, users will be 
required to select options for the “Roles to Notify” field. Select the appropriate role(s).  

14. For the second notification reminder, click the arrow in the “Who to Notify” field and select an 

option from the choices provided. Enter a numerical value for the “Days After First Notification” 

field.  

15. If configuring the third notification reminder (optional), it is pre-set to send the notification every 
15 days for a maximum of 4 times, or until the case is moved out of the specific phase. Only the 
“Who to Notify” field needs to be completed if the third notification is being utilized. 

16. Proceed to the Message to Recipients section. This will enable case-specific information for 
notifications to provide more details to the members of the organization. Add a title for the “Title 
of Notification to Recipients” field.  

17. Include a message in the “Message Text Editor.“ The table below this field shows how to use 
variables within the Title of Notification or Message Text Editor fields.  

18. Select Save and Add.  
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HOW TO ADD CASE EXPIRATION NOTIFICATIONS   

Purpose and Overview: Case Expiration Notifications set the timing for how long cases remain active 
within a phase after the Standard Form (SF) is received in the system. Users can send a case expiration 
reminder by entering the number of days a reminder will be sent before the case expiration.  

Below outlines the 11-step process to add Case Expiration Notifications: 

1. From log in select Org Management.  

2. Switch to the designated org (if needed) then select the Configuration tab.  

3. From the Configuration Menu, select Notifications.  

4. To create a new notification, click the Add Notification button on the far-right side of the screen.  

5. Select an option for the “Phase to Notify” to identify which phase the notification is applicable to. 

6. For the Notification Type, select Case Expiration from the options provided.  

7. Enter a Notification Name. Make sure Enabled is checked for the Status. If unchecked, the 
notification being built will not be sent.  

8. For “Who to Notify”, select option(s) from the drop-down menu.  

a. Note: If organization is selected as a “Who to Notify” option, an additional field requiring 
the roles within the organization to notify will populate. 

9. Enter the number of days a case can be active in the identified phase in the “Days for the Case 
Expiration and Notification” field.  Cases will remain active for the number of days based on the 
value entered here. 

10. Add a “Title of Notification to Recipients” and a “Message to Recipients.”   

a. To create a reminder prior to the expiration notification, check the box to “Create a 
reminder notification before a case expires.” 

11. Select Save and Add.  

  



 

  

 

116 

Steps 1-3 

 

Step 4  

 

  



 

  

 

117 

Step 5  
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Steps 10-11 
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HOW TO ADD ORGANIZATION MOVE/MIGRATION NOTIFICATIONS 

Purpose and Overview: Organization Move/Migration Notifications are utilized to alert users when a team 
or an organization is moved internally or externally. A notification will be sent as an alert to users when a 
team or an organization. For External Organization Migrations, notifications will automatically be sent out 
to affected organizations, the Organization Manager of the losing organization (parent of migration 
organization) and users in the migrating and gaining organizations. 

Below outlines the 10-step process to add a Move/Migration Notification:  

1. From login, select Org Management.  

2. Switch to the designated org (if needed) then select the Configuration tab.  

3. From the Configuration Menu, select Notifications.  

4. To create a new notification, click the Add Notification button on the far-right side of the screen.  

5. Select “None” for Phase to Notify. 

6. Select Organization Move as the notification type and enter the Notification Name.  

a. Make sure Enabled is checked for the Status, if unchecked, the notification will not be 
sent.  

b. Choose either “A Team is Moved,” or “An Organization is Moved” from the “When to 
Notify” drop-down menu.  

c. If “A Team is Moved” is selected for the When to Notify field, then select either (1) Team 
or (2) Organization from the “Who to Notify” drop-down menu.  

d. If “An Organization is Moved” is selected from the When to Notify field, then 
Organization will automatically be selected under “Who to Notify.”   

7. Select an option for Who to Notify. The “Roles to Notify” drop-down menu will populate. Select 

specific roles within the organization to be notified or every role within the organization to be 

notified.  

8. Add “Title of Notification to Recipients” and include a message in the Message Text Editor. Users 
may use the text in the variable table to format the message  

9. Add a “Message to Recipients.” This will allow case-specific information for notifications in order 
to provide more details to the members of a user’s organization.   

10.  Select Save and Add.  
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Steps 5-6 
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Steps 9-10 
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HOW TO EDIT NOTIFICATIONS    

Purpose and Overview: The details of a notification can be edited as needed.  

Below outlines the 7-step process for editing Notifications: 

1. From initial log in, select Org Management from the Navigation Menu on the left.   

2. Navigate to your organization (if needed) then select the Configuration tab.  

3. From the Configuration Menu, select Notifications.  

4. After selecting Notifications from the drop-down, users will now be able to see the full list of 
existing notifications for the organization that they are logged into.  

5. To view the details of a specific notification, search for and locate that notification using 
the Notification Name column and select the Notification Name to open the details of the 
selected notification.  

6. From this screen, scroll down to bottom of the page and select the Edit button. Make 
necessary edits to any configurable fields.  

7. Select Save.   

 

Steps 1 -2  
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Step 3 

  

 Steps 4 - 5 
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Step 6  

 

 

  

Step 7 

  



 

  

 

126 

HOW TO DELETE NOTIFICATIONS   

Purpose and Overview: Notifications can be deleted if no longer need by the org.  

Below are the 4 steps for deleting Notifications:  

1. From initial log in, select Org Management. from the Navigation Menu on the left.   

2. Navigate to your organization (if needed) and then select the Configuration tab.   

3. From the Configuration Menu, select Notifications. 

4.  Select the trash can icon in the Delete column to delete any existing notification.  

   

 Steps 1-2 
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ORDER FORM TEMPLATES 
User Role Required: Order Form Template Manager. The Order Form Template Manager creates, updates, 
and manages order from templates for their organization.  

Purpose and Overview: Order Form Templates streamline the review and authorization phases by filling in 
some or all of the order form information for the Position Details, Optional Coverage, and Financial 
Details. When the Order Form Template is selected and applied to a case, it populates information to 
ensure consistency and to prevent having to manually enter data for each case request. 

Order Form Templates are an optional configuration. Orgs can manually enter Position Details, Optional 
Coverage, and Financial Details for each case instead of creating templates.  

HOW TO VIEW ORDER FORM TEMPLATES 

Purpose and Overview: Users with the Order Form Template Manager role can create new and manage 
existing Order Form Templates for an organization from the Order Form Library. All users can view Order 
Form Templates from the Order Form Library.  

Below is the 3-step process to view an Order Form Template:  

1. From initial log in, select Order Form Library from the navigation menu on the left.  

2. Select the Organization from the drop-down menu. Alternatively, a user can type into the 
organization search box and a list of orgs will appear. Select the org name.  

3. A list of Order Form Templates will populate in the Order Form Library results. Select the 
Template Name hyperlink to view a specific template.  

Steps 1-2 
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Step 3 

 

HOW TO CREATE ORDER FORM TEMPLATES  

Purpose and Overview: Users with the Template Manager role can manage an organization’s Order Form 
Templates from the Order Form Library. Order Form Templates can be created for each investigation type 
as needed. 

Below is the 9-step process to add an Order Form Template:   

1. From initial log in, select Order Form Library from the left navigation menu.  

2. Select the organization from the drop-down menu. Alternatively, a user can type into the 
organization search box and a list of orgs will appear. Select the org name.  

3. Select the “+Add Template” hyperlink to create/add a new Order Form Template.  

4. Enter the Template Name.  

5. Select “Only My Organization” if you do not want the template automatically inherited and used 
by sub-organizations within your hierarchy.  

6. If creating a linked or copied template, from the Select a Base Template drop-down menu choose 
from an existing parent org’s base template, if available. Select either Link or Copy Template 
option to expedite the template creation process.  If creating a Base Template, then leave this 
field blank.   

a. Linking a template will copy all the base templates values, and these values will only be 
changed on the new template when changes are made to the respective fields on the 
base template.  

b. Copying a template will copy all the base templates values onto the new template, and 
those same values can be changed directly from the new template, without affecting the 
original values on the base template.  
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7. Manually enter the specific information to include in the template in each tab for the Position 
Details, Optional Coverage, and Financial Details. Although completing fields in these tabs are not 
mandatory when creating a template, this does not reflect what fields are required during Review 
& Authorization. 

8. Select Save.  

9. The template will appear under “Results” in the Order Form Template list within your 
organization.  

 

Steps 1-2 
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132 

Step 9 

  

HOW TO EDIT ORDER FORM TEMPLATES  

Purpose and Overview: Users with the Order Form Template Manager role can manage an existing 
organization’s Order Form Templates from the Order Form Library.  

Below is the 4-step process to edit Order Form Templates:  

1. From initial log in, select Order Form Library from the navigation menu on the left.  

2. Select the organization from the drop-down menu. Alternatively, a user can type into the 

organization search box and a list of orgs will appear. Select the org name.  

3. A list of Order Form Templates will populate in the Order Form Library results. Select the 

Template Name hyperlink to view, edit or delete a specific template.  

4. To update or edit select Edit, make any changes, and select Save.  
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Step 4 
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HOW TO DELETE ORDER FORM TEMPLATES 

Purpose and Overview: Users with the Order Form Template Manager role can manage an existing 
organization’s Order Form Templates from the Order Form Library.  

Below is the 4-step process to delete an Order Form Template:  

1. From initial log in, select Order Form Library from the navigation menu on the left.  

2. Select the organization from the drop-down menu. Alternatively, a user can type into the 
organization search box and a list of orgs will appear. Select the org name.  

3. A list of Order Form Templates will populate in the Order Form Library results. Select the 
Template Name hyperlink to delete a specific template.  

4. To remove, select Delete, then Confirm to delete the template.  
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